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Abstract— Normality of a Boolean function is an important
cryptographic property. It gives information about the
structure of a Boolean function. If an n-variable Boolean
function is normal then it is constant on a n/2-dimensional
affine subspace. Although almost all Boolean functions are
non-normal but very few examples are known. In this paper,
we proposed a secondary construction of non-weakly (k + 2)-
normal Boolean function on (n+ 4) variables from two
non-weakly k-normal Boolean functions on n variables.
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INTRODUCTION

Boolean functions play a significant role in Cryptography.
They are the main building blocks for the design of various
ciphers. Boolean functions which are to be used in ciphers
must possess high non-linearity. Bent functions belong to
the family of Boolean functions which possess maximum
non-linearity, but they cannot be used directly in a
cryptosystem as they are not balanced. The notion of
normality was first introduced by Dobbertin [5] to construct
highly non-linear balanced Boolean functions. Since
Dobbertin’s  work is mainly concerned with the
construction of Bent functions, normality was first
introduced with the even number of variables. Later on, the
notion of normality was extended to odd variables by
Charpin [8]. In the same paper the notion of k-normality
was introduced. Several results on non-normal and
k-normal Boolean functions have been found in the
literature [1], [2], [6], [7], [10].

Dobbertin [5] by using counting principle proved that
although almost all Boolean functions are non-normal but
very few examples are known. We have extended the result
presented in [10]. We prove our result by using the
technique as given in [10], [2].

PRELIMINARIES

A Boolean function is a function from F} to FF,, where F,
denotes the finite field of characteristic 2. The set of all n-
variable Boolean functions is denoted by B,. The support
of f e B, isdefined by the set

Supp(f) = {x € F3|f(x) # 0}
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and the weight of f denoted by wt(f) = [Supp(f)|. The
Hamming distance between two Boolean functions
f,g € B, is defined by the number of positions in which
the functions differ and is denoted by d(f,g).

Let f:F5 — IF, be a Boolean function in n variables. The
Walsh transform of f is defined by

£¥(A) = yepp (~ 1)

Non-linearity of a Boolean function f € B, is defined as
minimum Hamming distance of f from set of all affine
functions and is denoted by nl(f).

Non-linearity can also be calculated from Walsh transform
by

1
nl(f) = 2" - 5 maxyery | (D]

The family of Boolean functions with maximum
non-linearity is called Bent functions. They exists only for
even n.

A Boolean function f € B, is called normal or weakly
normal, if restriction of f to a [n/2]-dimensional flat is
constant or affine respectively.

A Boolean function f € B, is said to be k-normal or
weakly k-normal, if there exists a flat U of dimension k
such that f is constant or affine on U respectively.

MAIN RESULT
In this section we have proved our main result:

Theorem 1 Let f,,f,:F} > F, be two Boolean
functions on n variables. Then f; or f, is weakly
k-normal if and only if the function

8(X,¥1,¥2 Y3, Y4): F3 X F5 = Fy,
where

F3 =F, xF, X F, X IF,,
defined by

8XY1,Y2 Y3 Va) = H(X) +y1Y2 + Y1V3 +Y1Ya +V2y3 +
V2¥a +Y3¥a + (V1 +y2 +y3 +y) (X)) + (%)

is weakly (k+ 2)-normal.
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Proof: In order to prove our result first we assume g is
weakly (k+2) -normal. Then there exists a (k+
2)-dimensional flat H, ¢ € F} and «,B,y,6 € F, such
that

h(X,y1,¥2,¥3,¥4) = (X, ¥1,¥2,¥3,¥a) + ays + By, +

Yys + 8y, +(4,x)

takes the same value, e, on H. We claim that either f;(x)
or f,(x) is weakly k-normal. For ab,c,d€F,, we
define

Hapeqd = {x € F3|(x,a,b,c,d) € H}.

Now there exists an element u € F} x F2 and a (k + 2)-
dimensional subspace H; of FYxF% (Since H is a
(k + 2)- dimensional flat) such that H = u + H;.

We define a map
@:F3 X F3 > F}
defined by
¢(x,a,b,c,d) =x forall (x,a,b,cd) € F} x Fa.

Clearly
Habea = @(F2 X {a} x {b} x {c} x {d}) N H).

Suppose (F35 x{a} x{b} x{c}x{dhNH=¢ and let
(x,a,b,c,d), (v,a,b,c,d) € (F} x {a} x {b} x {c} x {d}) n
H.
since H =u + Hy,

(x,a,b,c,d) — (y,a,b,c,d) = (x—y,0,0,0,0) € (F} x
{03 x {0} x {0} x {0}) N Hy).

Again if (x,a,b,c,d) € (F} X {a} x {b} x {c} x{d}) nH
and (z,0,0,0,0) € (F x {0} x {0} x {0} x {0}) n H; then
(x,a,b,c,d) + (z,0,0,0,0) = (x+z43a,b,c,d) € (F5 x

{a} x {b} x {c} x {d}) N H.

Therefore (F5 x {a} x {b} x {c} x{d}) nH is a flat of
subspace (F% x {0} x {0} x {0} x {0}) n H, for
any a,b,c,d € F,.

Hence, all the non-empty H,,.4s are flats of the same
subspace  @((F5 x {0} x {0} x {0} x {0})) nH;) and
therefore have the same dimension.

Let y:Fy x F3 > F3 be a map defined by

P(x,a,b,c,d) = (ab,cd),
then (FF3 x {0} x {0} x {0} x {0}) N H; is the kernel of
y restricted to H;. Thus

dim((F2 x {0} x {0} x {0} x {0} N H,) = (k+ 2) —
dim(y(Hy))

The dim(q;(Hl)) € {0,1,2,3,4}. Because ¢ is restricted
to (F5 x {0} x {0} x {0} x {0}) is bijective.

dim(¢(F3 x {0} x {0} x {0} x {0}) N H,)) = dim((Fz x
{0} x {0} x {0} x {0}) N H,)
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Therefore

¢@(F3 x {0} x {0} x {0} x {0}) N H,)
has dimension either k+ 2, k+ 1, k, k—1, k— 2.

Suppose x € Hypeq, then

e =h(x,a,b,c,d) =f;(x) + ab+ac+ ad + bc+ bd +
cd+@+b+c+d)(f;(x) +£f,(x)) +aa+ b+ yc+
&d + (¢, x)

i.e.,

fix)+(@+b+c+d)(f;(x) +£,(x)
_{fl(x), if a+b+c+d=0
" f,(x), if atb+c+d=1

Therefore if H,pcq # & then either f;(x) or f,(x) is
affine on Hypq-

We need to check whether one of the flats H,,.q has
dimension > k or not. If this is so then we are done. If this
is not true, then for any a,b,c,d € F} the number of
elements in H,peq, |Hapeal € {0, 2572}
Since |Hapeal = [{(x,a,b,c,d):x € H}|

we have

[H| = z:dE]FzEcElFZZbElez:aEIFZ|Habcd| = 2k+2

This is possible iff [Hupeq| = 2572. Now consider the flats
Hagys: Hopys: Hapys: Hapgys. Since any two flats of a
subspace are disjoint or identical. We shall show that all
these four flats are pairwise distinct. Suppose if possible let
Hagys = Hupys SO that for any element (x,@,B,y,6) € H
the element (x,a,B,y,8) € H where for any e € F,, if
e=0 then £§=1 or vice versa. If we consider two
elements (x, @, B,v,6) and (x',a,B,v,86) in H we obtain
that,

(Xl a! BI Yl 6) + (X) al B! Y: 8)_+ (X,P aﬁ B; Y; 8)
=, %B,v,9)
belongsto H implying that

h(x',a,B,v,8) =h(x', @ B,v,8).
But,

hx,a,B,v,8) =hx,aB,y,8) +1

which leads to a contradiction that h is constant on H.
Therefore Hggys and Hyg,s are distinct parallel flats.

Similarly we can show that the other flats are also pairwise
distinct.

Since Hgpgys, Hopys: Hapys: Hapys are distinct parallel
flats of dimension k — 2, the set

H = Hﬁﬁv& U HIXEYS U H“BVS U HOLBVS
is a flat of dimension k.

1026



Deepmala Sharma et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 7 (3) , 2016, 1025-1028

Moreover we deduce that for all x € Hggys

e = h(x,qB,v,9)
e )+ A +a+B+y+ 8)EX+ LK)
=e+ af + ay + a8 + By + BS + y6 +(C,x),

forall x € Hypys

e= h(xaB738)
e i)+ A +a+p+y+ HEX+ LK)
=e+af +ay + ad + By + BS + y& +(T,x),
forall x € Hegys

e = h(x,a,B,Y,6)
e )+ A +a+B+y+ 8)EX+ LK)
=e+ af + ay + ad + By + BS + yd + (T, x).
forall x € Hy, g5

e = h(xaB,v,5)
ie. i)+ A +a+p+y+HEX+ LX)
=e+ af + ay + ad + By + BS + yd + (T, x).

Therefore when x € H

£ + A +a+B+y+ )X+ LK)
=e+afl +ay + ad + By + BS
+ v6 +(C,x).

If (1 +a+B+vy+ 8 =1then f,(x) is affine on
J otherwise f;(x) is affine on H. Therefore either f;(x)
or f,(x) isweakly k- normal.

Conversely suppose f;(x) or f,(x) is weakly k-normal.
First suppose f;(x) is weakly normal which implies that
there exists a k-dimensional flat H on which f;(x) is
affine. Suppose f;(x) =((,x)+e on H. Consider the
(k + 2)- dimensional flat

H' = (H X {0} x {0} x {0} x {0}) U (H x {1} x {1} X
{13 x{1HhuHx {1} x {1} x {0} x {0}) U (H x {0} X
{03 x {1} x {1}).

If H is a flat of the subspace H, then H' is a flat of the
subspace

Hi = (Hy X {0} x {0} x {0} x {0}) U (H; x {1} X {1} x
{1} x {1} U (Hy x {1} x {1} x {0} x {0}) U (H; x {0} x
{0} x {1} x {1}
It can be checked that
g2(x%,0,0,0,0) =f,(x) =((,x)+e
and
g(x,1,1,1,1) = f;(x) = ((,x) +e.

gx,1,1,00)=f,x)+1=((x)+e+1.
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2(x0,01,1)=fix)+1=((x)+e+1.

Therefore
gXy1,Y2, Y3 V4) =((x)+e+y; +y;3

forall (x,y1,¥2,¥3ys) € H'.

Suppose that f,(x) is weakly k-normal which implies that
there exists a k-dimensional flat H on which f,(x) is
affine. Suppose f,(x) =((,x)+e on H. Consider the
(k+ 2) dimensional flat

H' =MHx {1} x {0} x {0} x {0}) U (H x {0} x {1} x
{1} x {1 U (Hx {0} X {1} x {0} X {0}) U (H X {1} x
{0} x {1} x {1}).

The flat H' constructed as above is a coset of subspace
Hi = (H;y x {1} x {0} x {0} x {0}) U (H; x {0} x {1} x
{13 x {1} u (H; x {0} x {1} x {0} x {0} U (Hy X {1} X
{03 x {1} x {1}).

As above we check that

2(x,1,0,0,0) = f,(x) = ((,x) + e.
g2(x,01,1,1)=f,x)+1=((x)+e+1.
g2(x,0,1,0,0) = f,(x) =({,x) +e.
g(x,1,01,)=f,x)+1=((x)+e+1.

Therefore
g(X, Yu,¥2, Y3, Y4) = (C' X) +te+ Y3

forall (X,y4,¥2, V3, Vs) € H'.
Thus g isweakly (k+ 2)-normal.

CONCLUSION

In this paper we present a secondary construction of
non-nomal Boolean functions. This result is extension of
the result presented in [10]. We demonstrate the technique
used in [10] to construct secondary construction of
non-weakly (k + 2)- normal Boolean function on (n + 4)
variables.
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